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Introducing FortiGate-310B

Á Ideal for Medium-sized Enterprises

Á Primary Benefits:

ÁWire-speed Firewall and IPSec VPN 

performance

Á Accelerated IPS/AV performance

Á 10 or 14 ports

Á Facilitates internal security 

segmentation

FortiGate-310B is a new generation of 
high performance UTM system for the 
Medium sized Enterprise.  Equipped with 
FortiASIC Network Processor technology, 
the FortiGate-310B offers the higher 
price / performance ratio and more 
interfaces than any product in its class.
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FortiGate-310B Detailed Product Information 

Á Hardware

Á FortiASIC CP for UTM acceleration 

Á 8 FortiASIC Network Processor (NP) 

accelerated ports 

Á 2 Copper non-NP accelerated ports

Á 1 Single-width front AMC slot

Á 1 GB System Memory

Á 2 USB ports

Á Backup DC connector (for future use)

Á 1 RU height rack mount unit

Á Throughput

Á FG-310B Base Model

Á 8 Gbps firewall throughput

Á 6 Gbps IPSec VPN throughput

Á With Optional AMC (as shown)

Á 12 Gbps firewall

Á 9 Gbps IPSec VPN  

Á 14 x GigE ports 

Á Firmware

Á FortiOS Multi-Threat Engine

Á Supported by FortiManager

Á Supported by FortiAnalyzer

Á Supported by FortiGuard A&M Svc.



FortiGate-310B Logical Diagram
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AMC Modules

Advanced Mezzanine Card (AMC) Expansion

ÁASM-FB4 

Á4 port ASIC accelerated SFP module 

ÁProvides 4 Gbps wire-speed FW performance

ÁProvides 3 Gbps IPSec VPN performance

ÁASM-S08 

Á80 GB Hard Disk Drive

ÁHigh duty cycle design

ÁImproves logging and local archiving

Optional Expansion for the FG-310B



FortiGate-310B Specifications

FortiGate-310B 

Base Model

FG-310B With 

Optional 4-Port 

AMC Module 

(ASM-FB4) 

Hardware Specifications

10/100/1000 Interfaces 10 14

Configurable Ports 10 14

AMC Expansion Slot 1 - Single Width N/A

System Performance

Firewall Throughput - Avg Size Packets (512 byte) 8 Gbps 12 Gbps

Firewall Throughput - Small Size Packets (64 byte) 8 Gbps 12 Gbps

IPSec VPN Throughput 6 Gbps 9 Gbps

Antivirus Throughput 160 Mbps

IPS Throughput 800 Mbps

Dedicated IPSec VPN Tunnels 3,000

Concurrent Sessions 500,000

New Sessions/Sec 20,000

Policies 8,000

Unlimited User Licenses Yes



FortiGate-310B Detail Product 

Information ðwith AMC configuration

FG310B 

w ASM-S08

FG310B 

w ASM-FB4

Network Processor Accelerated Copper 

GbE  / Non-NP Accelerated ports
8 / 2 8 / 2

SFP GbE ports 0 4

Firewall Performance 8 Gbps 12 Gbps

IPSec VPN Performance 6 Gbps 9 Gbps

Antivirus / IPS Performance 160 / 800 Mbps 160 / 800 Mbps

Hard Drive Storage for Logs and 

Content Archive 
80 G N/A



FortiGate 200-800 Series Platforms
For Medium-Sized Enterprise Networks

FortiGate model 200A 300A 400A 500A 800 310B

Performance 

Specifications

FW (with AMC) 150 Mbps 400 Mbps 500 Mbps 600 Mbps 1000 Mbps 8 (12) Gbps

IPSec VPN (with AMC) 70 Mbps 120 Mbps 140 Mbps 150 Mbps 200 Mbps 6 (9) Gbps

IPS 100 Mbps 200 Mbps 300 Mbps 400 Mbps 600 Mbps 800 Mbps

AV 30 Mbps 70 Mbps 100 Mbps 120 Mbps 150 Mbps 160 Mbps

Dedicated VPN Tunnels 200 1500 2000 3000 3000 3000

Concurrent Sessions 400000 400000 400000 400000 400000 500000

New Sessions/Sec 4000 10000 10000 10000 10000 20000

Policies 2000 5000 5000 8000 20000 8000

Hardware 

Specifications

10/100/1000 Interfaces - 2 2 2 4 10 or 14

10/100 Interfaces 8 4 4 8 4 -

User-Definable Ports - Yes Yes Yes Yes Yes
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Corporate 
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Servers

Internal Network Security Segmentation
Á More Granular Policy

Á Security Events Isolated

Á Increased Security

Á Previously unattainable 

due to performance and 

port count

Á Alternative was single 

security zone with no 

protection between LAN 

segments
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Next-generation Enterprise Security
Firewall + Antivirus + IPS + Web Content Filtering

Secure Web Access

Allows network devices 

secure access to the 

Internet while blocking 

blended threats with the 

ICSA-certified multi-

layered security protection 

platform



Next-generation Enterprise Security
Firewall + VPN + Antivirus + IPS

Secure Perimeter Access

Enterprise-class Firewall and VPN 

technologies, combined with next-

generation Antivirus and Intrusion 

Prevention technologies ensure that 

remote users can easily access the 

corporate network while also ensuring 

that remote users are not introducing 

security risks



Next-generation Enterprise Security
Antispam + Antivirus + Instant Messaging/Peer-to-Peer Control

Secure Messaging Access

Protecting enterprises from the 

propagation of file-based threats 

remains a critical piece of effective 

network security.  Messaging 

applications such as Email and Instant 

Messaging have made the propagation 

of file-based threats easier than ever.  

FortiGate technology identifies malicious 

file-based threats and stops the threats 

before reaching the client, avoiding 

costly damage
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FortiGate-310B Firewall Performance vs 

Competitors
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350M
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Firewall Performance based on Avg packet size of 512 Bytes. 

Many competitors do not disclose packet size used for their published performance specifications.



FortiGate-310B IPSec 3DES VPN 

Performance vs Competitors
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FG-310B Offers 4X Performance for Less Cost
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Price

FW Mbps

IPSec Mbps

$

FW

VPN

Competing Average FW 

$/Mbps: $11.61

FG-310B FW 

$/Mbps: $0.87



FortiGate-310B vs Competitors 

* AV performance based on Streaming AV scan.

Fortinet Juniper Cisco SonicWall CheckPoint Nokia

FortiGate-310B SSG-350M ASA 5520 

w/ Anti-X

NSA5000 UTM1 450 IP390

Performance

Firewall Throughput - Avg Size 

Packets (512 byte) ( w AMC)

8 Gbps 

(12 Gbps) 
550 Mbps 450 Mbps 1.8 Gbps 400Mbps

3 Gbps 

(Large Packets)

Firewall Throughput - Small 

Size Packets (64 byte) (w AMC)

8 Gbps 

(12 Gbps) 
14.4 Mbps Unknown Unknown Unknown Unknown

IPSec VPN Throughput - (w 

AMC)

6 Gbps 

(9 Gbps) 
225 Mbps 225 Mbps 1.1Gbps 200 Mbps 

500 Mbps 

(Large Packets)

IPS Throughput 800 Mbps Unknown 225 - 325 Mbps 500 Mbps Unknown Unknown

Antivirus Throughput 160 Mbps Unknown Unknown 680 Mbps* Unknown Unknown

Dedicated IPSec VPN Tunnels 3,000 350 750 2,500 Unknown Unknown

Concurrent Sessions 500,000 48,000 280,000 600,000 700,000 725,000

New Sessions/Sec 20,000 12,500 12,000 8,500 Unknown 30,000

Policies 8,000 750 Unknown Unknown Unknown Unknown

Hardware Configuration

Base 10/100/1000 Port 10 4 4 6 4 4

Modular Slot 1 5 1 N/A N/A 2

List Price (H/W Only)
$6,995 $4,500 - $5,000

$11,195 -

$16,595
$6,995 $7,500 $6,995
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Fortinet Confidential 

Large Enterprise Customers
Á Range of devices cover low end models for remote sites 

and high end for Head Office hub

Á AV and IPS protect head office from threats at remote 

sites

Á Hardware acceleration for high throughput VPN

Á Multi Gbps UTM performance

Á Control and monitor remote staff internet access without 

the need for an on site IT resource

Á Centralised management via FortiManager 
�Í UK

�Í Italy

�Í Ireland

�Í Iceland

�Í Germany


