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Introducing FortiGatel0C

AEn
FortiGate-110C is a new generation of —- FoRTIEATE.
high performance UTM systems for small A
and medium-sized enterprise or remote /
branch office networks. The FortiGate-
110C is easy to install, offers a leading
price/performance ratio, and provides
room for future expansion.

A ldeal for Small and Medium-sized
Organizations and Remote or
Branch Offices

A Primary Benefits:
A FortiASIC performance
A High port density
A Simple installation and maintenance
A Low TCO
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FG110C Meets SMB/ROBO Needs

SMB/ROBO Concerns

SMB/ROBO Requirements

FG-110C Features

Limited administrator staff

Security from a single device (not multiple
point products)

Unified Threat Management combines
numerous security functions on a single device

Simple installation and maintenance

Installs in minutes, downloads updates
automatically

Reduced number of vendors

All technology is Fortinet-developed in house;
no third party applications or subscriptions

Remotely administrable

Remote policy control, device maintenance,
and reporting

Remotely administered by FortiManager (policy
and maintenance) and FortiAnalyzer (reporting)

Legislative compliance

VPN encryption, FW/IPS/AV

Award-winning, ICSA Labs-certified security

Clear reporting of network activity

Support for FortiAnalyzer real-time network
logging, analyzing, and reporting systems

Lean budgets

Low TCO

Highly competitive pricing

Best value for money

Industry leading performance, price per port,
and price per Mbps security

Consolidate other components if possible

Internal eight port switch replaces external
switching components

Low-cost management options

FortiGuard Analysis and Management Services
offer centralized management and reporting of
all FortiGate devices

Future network expansion

Investment protection/room to grow

500 Mbps firewall and ten ports outpace
SMB/ROBO needs to facilitate future network

expansion
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FortiGatel10C Detalled Product Informatic

ForrEaTre. 110C

FORTINET:

A Hardware

A

v v v v Dy > D

FortiASIC CP for UTM acceleration
2 10/100/1000 WAN interface ports
8 10/100 internal switch ports

1 Console port

2 USB ports

1 RU height

Desktop form factor

Ships with 190 rack

Sy CONSOLE
= =d =
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A Throughput
A FG-110C Base Model

A 500 Mbps firewall throughput

A 100 Mbps IPSec VPN throughput
A 65 Mbps AV

A 200 Mbps IPS

A Firmware
A FortiOS Multi-Threat Engine
mo lfn§UppI9ritefi by; FRriMapage! g
A Supported by FortiAnalyzer
A Supported by FortiGuard A&M Svc.
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FortiGatel10C Specifications

FortiGate-110C

Total Interfaces (Copper) 10
10/100/1000 WAN Interface Ports 2
10/100 Configurable Internal Switch Ports 8

Firewall Throughput - Avg Size Packets (512 byte) 500 Mbps
IPSec VPN Throughput 100 Mbps
Antivirus Throughput 65 Mbps
IPS Throughput 200 Mbps
Dedicated IPSec VPN Tunnels 1,500
Concurrent Sessions 400,000
New Sessions/Sec 10,000
Policies 4,000
Unlimited User Licenses Yes

RTINE=ET



.
FortiGate 10800 Series Platforms

For Small and MeditfBized Enterprise, and Remote/Branch Office Networ

FortiGate model 100A 200A 110C 800 310B
Performance

Specifications

FW (with AMC) 100 Mbps 150 Mbps 500 Mbps 1 Gbps 8 (12) Gbps
IPSec VPN (with AMC) 40 Mbps 70 Mbps 100 Mbps 200 Mbps 6 (9) Gbps
IPS 70 Mbps 100 Mbps 200 Mbps 600 Mbps 800 Mbps
AV 20 Mbps 30 Mbps 65 Mbps 150 Mbps 160 Mbps
Dedicated VPN Tunnels 80 200 1,500 3,000 3,000
Concurrent Sessions 200,000 400,000 400,000 400,000 500,000
New Sessions/Sec 4,000 4,000 10,000 10,000 20,000
Policies 2,000 2,000 4,000 20,000 8,000
Hardware

Specifications

10/100/1000 Copper Interfaces| - - 2 4 10

1 Gbps SFP Interfaces - - - - Upto 4
10/100 Interfaces 8 8 8 4 -
User-Definable Ports No No Yes Yes Yes
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Enterprise Remote Office or Branch Office
Complete Network Protection and Connectivity

= TheFortiGate-1 10 C6és i nspection

—1 Workers at remote offices often use engines are automatically and
vastly different business processes constantly updated to protect against
and applications. the latest threats. Signature updates

include antivirus/antimalware,
antispam, web filtering, and intrusion
prevention.

Regional Branch —
Office e FoRrTiEAaTE.

FG-110C

CORPORATE
HEADQUARTERS

] I NTERN ET SEFoATIEATE.
Router FG-5050
.:: e’ on )
.V ) T FaRTERTS. | EEFoATMAnASER.
Small Branch Office FG-110C \f ~"" Centralized Management
-
7 —_
o Complete management
L] .5 FORTIEATE. . . .
‘ FG-110C ®combini ng Fortinetds ant i vpauian withcentralized
and antispam technology with monitoring, reporting,
Remote Branch . | . d | .
IM and P2P controls, email and 0gging, and analysis.

IM messaging remain secure
and secure connectivity to
central offices via firewalls and
VPNSs.
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Nexigeneration SMB Security

Firewall + Antivirus + IPS + Web Content Filtering

e
S

PUBLIC  \_
INTERNET )

./'...

Web Sanvare Secure Web Access
VolP Call Server DMZ 1 / Allows network devices
R > g A— secure access to the
\/ (HA Clusten) Internet while blocking
(Firewall, H323, SIP) blended threats with the
Sales ICSAcertified multi

\/mmw.ﬂ layered security protection
Secured Wiraless Netwaork platform

U

Secured VolP Network

Finance /‘r\
COR PDRATE
LHH

-
L e ForTIMANASER

Engineering .~ Centralized Management
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Nexigeneration SMB Security
Firewall + VPN + Antivirus + IPS

Secure Perimeter Access
Enterpriselass Firewall and VPN
technologies, combined with next
generation Antivirus and Intrusion
T e Prevention technologies ensure th:
(S '-w remote users can easily access the
Q ) m":a-vws corporate network while al.so ensul
that remote users are not introduci

ANTIVIRUS ™ (\‘-ﬁuﬁ 7;.'u-au|-:v % ‘1 coﬂt‘n:m ‘%‘c;.mm security risks

SAN FRANC!SCU

W’i\

48'4 -~
4 INTERNET & i
ANTIIR " : l » v g i?-
LONDON OFFICE o Vo A i
; WK ONZ = = = P
o, V CENTNALILED Vi
7 A o ‘ . MANAGEMENT
L . i
l}.!gﬁ
A SECURED VOIPCALL  EXTRANET  ENWL
WIF SLEVER WL SLHVLRS
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Nexigeneration SMB Security

Antispam + Antivirus + Instant Messaging#edeeer Control

N Secure Messaging Access
PUBLIC Protecting enterprises from the
INTERNET propagation of filased threats
~— remains a critical piece of effective
-z network security. Messaging
Ty fiFoRmGATe. applications such as Email and Ins

WCF, A5, IM Controls

Messaging have made the propag
of filedbased threats easier than eve
FortiGate technology identifies ma
filebased threats and stops the thr
before reaching the client, avoiding
costly damage

- FTP
fat FoORTIEATE. EMAIL

AV Frewall IM/P2P EMAIL
WEB

CORPORATE LAN
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. S
FortiGatel10C Firewall Performance vs
Competitors

Firewall Performance [Mbps]

e
d
d
d
d
d
d
d
d
d

FortiGate-110C SonicWALL NSA-2400 Check Point UTM-1 270 Juniper SSG-140 Cisco ASA 5510

FortiGate-110C firewall performance based on Avg packet size of 512 Bytes.
Many competitors do not disclose packet size used for their published performance specifications.
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Competitive Cost per Mbps of Firewall

Cisco ASA D510

Check PointUTM-1 270

Junper SSG-140

SonicWall NSA 2400

FortiGate-110C

$0.00 $2.00 $4.00 $6.00 $8.00 $10.00 $12.00 $14.00 $16.00
Cost per Mbps of Firewall
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Competitive Cost per Security Port

Check Point UTM-1 270

Cisco ASA 5510

SonicWALL NSA-2400

Juniper SSG-140

FortiGate-110C

$

o

$200 $400 $600 $800
Cost per Mbps of Firewall

"||I

$1,000 $1,200 $1,400
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FortiGatel10C vs Primary Competitors

Fortinet Juniper Cisco Check Point SonicWALL

FortiGate-110C SSG-140 ASA 5510 UTM-1 270 NSA-2400
Firewall Throughput 500 Mb psS 350 Mbps 300 Mbps 400 Mbps 450 Mbps
IPSec VPN Throughput 100 Mbps 100 Mbps 170 Mbps 100 Mbps 300 Mbps
Antivirus Throughput 65 Mb PS Not Published Not Published 30 Mbps 100 Mbps
IPS Throughput 200 Mb psS Not Published 150-300 Mbps Not Published 120 Mbps
Dedicated IPSec VPN Tunnels 1,500 125 250 Not Published 75
Concurrent Sessions 400 , 000 32,000 50,000 400,000 48,000
New Sessions/Sec 10,000 8,000 Not Published Not Published 3,000
Policies 4 000 500 Not Published Not Published Not Published
Base 10/100/1000 Port 2 2 4 6
Base 10/100 Port 8 5 - -
Modular Slot - 4 1 - -
List Price (H/W Only) $2,495 $3,200 $4,495 $4,800 $2,495

=1 Il 1=




FortiGatel10C vs Secondary Competitors

Fortinet WatchGuard Astaro Juniper Check Point
FortiGate-110C X750e ASG-220 SSG-20 UTM-1 Edge XU

Firewall Throughput 500 Mb PS 750 Mbps 320 Mbps 90-160 Mbps 190 Mbps
IPSec VPN Throughput 100 Mb PS 50 Mbps 170 Mbps 40 Mbps 35 Mbps
Antivirus Throughput 65 M b p S 70 Mbps Not Published Not Published Not Published
[ECR 200 Mbps Not Published 140 Mbps Not Published Not Published
Dedicated IPSec VPN Tunnels 1,500 100 Not Published 25 100
Concurrent Sessions 400 , 000 75,000 400,000 4,000 8,000
New Sessions/Sec 10,000 Not Published Not Published Not Published Not Published
Policies 4.000 Not Published Not Published 200 Not Published
Base 10/100/1000 Port 2 } - - -
Base 10/100 Port 8 8 5 4
Modular Slot - - - 2 -
List Price (H/W Only) $2,495 $2,790 $2,550 $1,100 $2,000
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Large Enterprise Customers

A Range of devices cover low end models for remote sites
and high end for Head Office hub

A AV and IPS protect head office from threats at remote
sites

Hardware acceleration for high throughput VPN
Multi Gbps UTM performance

Control and monitor remote staff internet access without
the need for an on site IT resource

A Centralised management via FortiManager

v v D

& vodafone

UK
Italy

BAAVI Ireland
SONY % - @ Iceland
~re

- Germany
EXPERIEMCE. RESULTS AREVA

Fortinet Confidential
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Blue Light Customers

A Low end devices for remote sites and high end for
Headquarters hub

A AV and IPS protect headquarters from threats at remote
sites

Hardware acceleration for high throughput VPN

Control and monitor remote staff internet access without
the need for an on site IT resource

A Central management via FortiManager
ANo fiper seato |icensing makes co

THAMES VALLEY

""""

I nierP°|..._IL.;

.”orc\
MERSEYSIDE

POLICE

Fire and Rescue —c..iivcriuen
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Financial Services Customers

A UTM is not the correct story as Finance companies will
already have most security covered and often a corporate
policy for specific firewall vendors etc.

A Regulation and Compliance

A FSA, PCI, HIPPA, Sarbanes-Oxley (SOX), Gramm-Leach-Bliley Act (GLBA),
all have a requirement for Firewall, AV, IPS

P ZHERSRIT sumimoMo MITSUI BANKING CORPORATION

DAEWOO . % Countrywide Financial. 2% Citizens Bank

Capital Corp. Not your typical bank®

SOCIETE ) —
vsacs [ 29SS IBancaintesa
ﬁ M?Hscsml};t}!?! 1 CREDIT AGRICOLE CIB CA ,s s E D,E PA R G N E

Fortinet Confidential
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http://images.google.com/imgres?imgurl=http://www.century21elkcounty.com/images/AIGlogo.gif&imgrefurl=http://www.century21elkcounty.com/Insurance.html&h=147&w=235&sz=4&hl=en&start=1&tbnid=gLcDbFbKuF1uTM:&tbnh=68&tbnw=109&prev=/images%3Fq%3DAIG%2Binsurance%26svnum%3D10%26hl%3Den%26lr%3D%26sa%3DG
http://www.smbc.co.jp/global/index.html
http://my.countrywide.com/Default.aspx
http://www.citizensbank.com/home/

Government Customers

V4

Enable open government strategy whilst maintaining security

Meet government targets for efficiency

A Consolidate and virtualise services

A Reduce operational costs and increase operational efficiency
A Reduce management overhead and free up resource

A Improve employee development and training

A Enable home working whist maintaining network security

Certified to Common Criteria EAL4+ and FIPS 140-2 Level 2
Centralised Management and Reporting for Compliance Audits

V4

Ve d
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http://www.mjusticia.es/cs/Satellite?c=Page&cid=1057821035133&lang=en_gb&pagename=Portal_del_ciudadano%2FPage%2FHomeJusticia

Retall Customers

A Low end devices for remote sites and high end for Head
Office hub

A AV and IPS protect head office from threats at remote
sites

Firewall, IPS and AV needed for PCI Compliance

Hardware acceleration gives high throughput VPN for
secure communication of POS data to the Head Office

A Control and monitor remote staff internet access without
the need for an on site IT resource

Centralised management
High Availabili nd simple disaster recovery solutions

Ve
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